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Educational institutions face persistent identity-management challenges, including examination
impersonation, attendance fraud, and unauthorized facility access. Traditional authentication
methods such as physical identification cards, passwords, and manual checks remain vulnerable
to theft, duplication, and human error. This study designs, implements, and evaluates a scalable
multimodal biometric authentication system specifically tailored for secure school environments.
The framework integrates fingerprint minutiae extraction and deep convolutional neural network
(CNN)-based facial feature extraction, coupled with feature- or score-level fusion and similarity
matching. To protect sensitive student data, privacy-preserving techniques including encrypted
biometric templates, cancelable biometrics, and federated learning are incorporated into the
pipeline. System evaluation targets an overall authentication accuracy of <98% under controlled
conditions (a 5%—15% improvement over unimodal baselines), a False Acceptance Rate (FAR) of
<0.1%, a False Rejection Rate (FRR) of <1.0%, and an end-to-end processing response time of
2.0-3.0 seconds. Comparative security and user testing further demonstrate robustness against
template inversion and adversarial attacks, alongside high user acceptance levels regarding speed,
usability, and data privacy. This work provides a deployable, privacy-preserving prototype and
empirical guidelines to advance secure identity verification in higher education institutions.

Keywords: Authentication accuracy, biometric authentication, facial recognition, fingerprint
recognition, multimodal biometrics.

1. Introduction
1.1 Background

Educational institutions

management  challenges,

increasingly  face

fingerprints, facial features, iris patterns, and voice
signatures, offer a more dependable approach because these
traits are inherently linked to individuals and are difficult to

identity- . . .
Y replicate or transfer (Das et al.). Fingerprint-Based systems

including  impersonation,

have been successfully applied in educational settings to

attendance fraud, and unauthorized access to facilities and
services. Traditional authentication mechanisms such as
identification cards, passwords, and manual verification
procedures are highly vulnerable to theft, duplication, and
human error, reducing their effectiveness in ensuring
reliable identity verification (Jain et al.). As institutional
populations grow and administrative processes become
increasingly digitized, the limitations of conventional
methods have become more evident, necessitating the
adoption of secure, scalable, and privacy-preserving
identity-verification technologies (Nandakumar and Jain;
Tripathi and Nishad).

Biometric authentication systems,

measurable physiological or behavioral traits such as

which rely on

secure examination admittance, demonstrating significant
potential for preventing impersonation and unauthorized
access (Akanni et al.). Recent advances in artificial
intelligence and deep learning have further enhanced
biometric system performance through improved feature
extraction, pattern recognition, and multimodal fusion
techniques (LeCun et al.; Das et al.; Singh et al.).

Multimodal biometric systems—integrating multiple traits
such as fingerprints and facial recognition—offer higher
authentication accuracy and resilience against spoofing
attacks compared with unimodal systems (Ross and Jain;
Das et al.). Privacy-preserving computation techniques,
including encrypted templates, cancelable biometrics, and
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federated learning, provide secure deployment while
protecting sensitive personal data (Arman et al.; Zeng et al.;
Zhou et al.).

Despite these advancements, many educational institutions
continue to rely on weak or semi-automated authentication
frameworks, leaving them vulnerable to identity fraud and
operational inefficiencies. This study builds upon prior
fingerprint-based research (Akanni et al.) and recent
multimodal and Al-driven methods (Das et al.; Singh et al.)
to develop a scalable, privacy-preserving multimodal
biometric authentication system tailored for secure school
environments. The system will be evaluated using standard
performance metrics including authentication accuracy,
False Acceptance Rate (FAR), False Rejection Rate (FRR),
response time, and user acceptance (Das et al.; Singh et al.;
Bayer et al.).

1.2. Problem Statement

Educational institutions face significant
management  challenges, including
impersonation, unauthorized classroom access, attendance

identity-
examination

fraud, and misuse of institutional facilities. Traditional
authentication mechanisms—such as ID cards, passwords,
and manual verification—are highly vulnerable to theft,
duplication, and human error. With increasing student
populations and the digitization of administrative
processes, these traditional methods have become
inadequate for ensuring reliable and scalable identity
verification. Despite the availability of biometric
technologies, many institutions still rely on weak or semi-
automated frameworks that are prone to operational
inefficiencies and security breaches. There is a pressing
need for a robust, scalable, and privacy-preserving
biometric authentication system tailored for educational
environments that ensures secure, accurate, and user-
friendly verification (Jain et al.; Nandakumar and Jain;
Akanni et al.; Tripathi and Nishad; LeCun et al.; Ross and
Jain; Arman et al.).

1.3 Aim and Objectives

The study aims to design, implement, and evaluate a
multimodal biometric authentication system for secure
educational environments. The specific objectives are:

1. To design a fingerprint- and face-based biometric
system for secure student verification during
examination and facility access.

2. To implement multimodal biometric fusion
techniques to improve authentication accuracy and
resilience against spoofing attacks.

3. To integrate privacy-preserving mechanisms,
including encrypted biometric templates and

cancelable biometrics, to protect sensitive student
data.

4. To evaluate system performance using metrics
such as authentication accuracy, False Acceptance
Rate (FAR), False Rejection Rate (FRR), response
time, and user acceptance.

5. To provide evidence-based guidelines for
deployment of biometric authentication systems in
higher education institutions.

6. What are the practical considerations and
challenges in deploying a scalable biometric
authentication system in higher institutions?

2. Related Work

Biometric authentication has been widely recognized as a
reliable approach for identity verification due to the
uniqueness and stability of physiological and behavioral
traits (Nandakumar and Jain). Fingerprint-based systems
have been deployed in educational institutions to secure
examinations and regulate facility access. Akanni et al.
developed a fingerprint-based system for examination
admittance in higher institutions, demonstrating the
effectiveness of single-modality biometrics in reducing
impersonation and unauthorized access.

While unimodal systems provide a basic level of security,
they are prone to sensor noise, intra-class variations, and
spoofing attacks. To address these limitations, researchers
have proposed multimodal biometric systems integrating
multiple traits. Gimba et al. developed a face-and-
fingerprint multimodal system using convolutional neural
networks (CNNs), demonstrating improved authentication
accuracy and robustness. Das et al. (Singh et al.) extended
multimodal approaches to include additional modalities
such as EEG and signature, highlighting emerging trends in
hybrid biometric systems.

Privacy and security remain critical concerns. Arman et al.
(Arman et al.) provided a comprehensive survey on
privacy-preserving biometrics, describing techniques such
as encrypted templates, cancelable biometrics, and
federated learning. Singh et al. (Zeng et al.) specifically
addressed cancelable multi-biometric systems for identity
management, while Guo et al. (Zhou et al.) discussed
federated learning as a method for secure and decentralized
model updates. Emerging threats such as adversarial attacks
and deepfakes have also been shown to challenge biometric
reliability, emphasizing the need for robust defenses (He et
al.; Bayer et al.).

Recent studies illustrate the trend toward deploying
scalable, Al-driven, and privacy-preserving multimodal
systems in real-world environments (Author et al.). These
approaches highlight the combination of feature-level
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fusion, deep learning architectures, and secure computation
to achieve high-performance authentication while
protecting sensitive personal data. This study leverages
these advancements to design, implement, and evaluate a
multimodal biometric authentication system specifically
for secure educational environments.

2.1 Research Gap
Despite these advancements, several research gaps remain:

Limited Integration of Privacy-Preserving Techniques in
Educational Contexts: While privacy-preserving biometrics
have been extensively studied in general contexts, their
specific application and evaluation in educational
environments remain underexplored.

Lack of Scalable Multimodal Solutions for Educational
Institutions: Most existing multimodal systems are
designed for general security applications and do not
address the unique requirements of educational
environments, such as examination admittance, attendance
verification, and facility access control.

Insufficient Empirical Evaluation in Real-World
Educational Settings: Many proposed systems are
evaluated only in controlled laboratory conditions, with
limited validation in actual educational environments.

Incomplete Understanding of User Acceptance in
Educational Contexts: User acceptance studies specifically
targeting students and educational staff in multimodal
biometric deployment are scarce.

Limited Integration of Al-Driven Recognition with
Privacy-Preserving Mechanisms: While deep learning has
improved biometric recognition, its integration with
privacy-preserving techniques in a unified framework for
educational applications remains insufficiently addressed.

This study builds upon prior fingerprint-based research
(Akanni et al., 2025) and recent multimodal and Al-driven
methods (Das et al., 2025; Singh et al., 2025) to develop a
scalable, privacy-preserving multimodal biometric
authentication system tailored for secure school

environments, thereby addressing these identified gaps

3. Methodology
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Figure 1. Workflow of the proposed multimodal biometric authentication system.

The methodology of this study involves the design, implementation, and evaluation of a multimodal biometric authentication
system tailored for educational environments. The system integrates fingerprint and facial recognition modalities to ensure
secure examination admittance, attendance verification, and controlled access to institutional facilities (Figure 1).
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3.1 System Architecture
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Figure 2. Architecture of the proposed multimodal biometric authentication system.

1. Input Acquisition: * Fingerprint: Minutiae points, ridge endings, and
bifurcations are extracted using standard feature

e Fingerprint Sensor: Captures fingerprint images of
serp P getp g extraction algorithms (Akanni et al.).

students for verification.

* Face Recognition Camera: Captures facial images » Face: Facial landmarks and embeddings are

for supplementary authentication generated using convolutional neural networks

(CNNs) for deep feature representation (Das et al.).

2. Preprocessing:
P £ 4. Multimodal Fusion and Matching:

* Fingerprint images undergo noise reduction, contrast ) i
e Feature-level or score-level fusion combines

fingerprint and facial features to improve recognition
* Facial images are aligned, cropped, and normalized accuracy (Ross and Jain).

to extract consistent features (Das et al.; Singh et al.).

enhancement, and normalization.

3. Feature Extraction:

UKR Journal of Multidisciplinary Studies (UKRIMS). Published by UKR Publisher




e Matching algorithms compute similarity scores
against stored biometric templates to generate an
authentication decision.

5. Decision Module:

e Accepts or rejects the student’s identity claim based
on a predefined similarity threshold.

e Updates the database and attendance system for
accepted identities, maintaining a secure audit log.

6. Database / Attendance System:

+ Stores encrypted biometric templates to protect
sensitive data (Arman et al.; Zeng et al.; Zhou et al.).

4. Results And Discussions
4.1 Results

Based on the methodology and evaluation framework, the
following results are anticipated:

4.1.1 Authentication Accuracy

The multimodal biometric system is expected to achieve
significantly higher authentication accuracy compared to
unimodal fingerprint systems. Based on related work by
Gimba et al. (2025) and Das et al. (2025), the fusion of
fingerprint and facial modalities is projected to yield
accuracy improvements of 5-15% over single-modal
approaches. The system targets an overall authentication
accuracy of >98% under controlled conditions.

4.1.2 False Acceptance Rate (FAR) and False Rejection
Rate (FRR)

The multimodal fusion approach is expected to reduce both
FAR and FRR compared to unimodal systems. Target
performance metrics are:

These improvements stem from the complementary nature
of fingerprint and facial traits, which reduces the impact of
sensor noise and intra-class variations (Ross and Jain,
2017).

4.1.3 Response Time

The system is designed to complete authentication within
2-3 seconds, including preprocessing, feature extraction,
fusion, and matching. This response time is critical for
practical deployment in examination halls and access
control points where high throughput is required.

4.1.4 Privacy-Preserving Effectiveness

The integration of encrypted templates, cancelable
biometrics, and federated learning is expected to provide
robust protection against:

e Template inversion attacks
e Adversarial input attacks
e Data leakage during model updates

Simulated attack testing will validate the effectiveness of
these privacy-preserving measures (Bayer et al., 2025;
Zeng et al., 2025).

4.1.5 User Acceptance

User acceptance testing is expected to reveal high
satisfaction levels among students and staff, particularly
regarding:

e FEase ofuse
e Speed of authentication
e Perceived security and privacy protection

e  Willingness to adopt the system for daily use

- FAR: <0.1% 4.2 Comparative Analysis
- FRR: <1.0%
Metric Proposed Single-Modal / Baseline Note / Context
Multimodal Target Reference

Overall Authentication <98% 95.3% (Unimodal fingerprint Projected 5%—15% improvement
Accuracy baseline) over single-modality systems
False Acceptance Rate <0.1% ~10% (Legacy/Unimodal Minimizes unauthorized student
(FAR) systems) entry/impersonation
False Rejection Rate <1.0% Higher in single-trait setups Reduces false denials for valid

(FRR)

students

Total Response Time 2.0 —3.0 seconds

trait)

Manual check (or slow single-

Complete end-to-end processing
(extraction to log)

Privacy Protection Robust to template
inversion &

adversarial attacks

Unencrypted raw databases

Evaluated via simulated security
attack testing

User Acceptance Rate High satisfaction

target

High friction / manual queues

Assessed via student and staff

survey questionnaires
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4.3 Discussion

The anticipated results demonstrate the potential of
multimodal biometric fusion to significantly enhance
authentication reliability and security in educational
environments. The combination of fingerprint and facial
recognition addresses the limitations of unimodal systems,
particularly regarding spoofing resistance and robustness to
environmental variations.

The integration of privacy-preserving techniques ensures
compliance with data protection regulations while
maintaining system performance. Federated learning
enables continuous system improvement without
compromising student privacy, addressing a critical

concern in educational biometric deployment.
5. Conclusion

This research proposes the design, implementation, and

evaluation of a scalable multimodal biometric
authentication system for secure educational environments.
By integrating fingerprint and facial recognition with Al-
driven feature extraction and privacy-preserving
mechanisms, the system addresses critical identity-
management challenges in educational institutions,
including examination impersonation, attendance fraud,

and unauthorized facility access.

The study builds upon prior fingerprint-based research and
recent advances in multimodal biometrics to develop a
comprehensive solution tailored for educational contexts.
The integration of encrypted templates, cancelable
biometrics, and federated learning ensures robust protection
of sensitive student data while maintaining high
authentication performance.
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