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Abstract

The study adopted a descriptive correlational research design. The target population for the
study included 372 professionals in fintechs in Nairobi County. Stratified random sampling
was applied by dividing the fintech population in Nairobi County into strata based on job
roles. The sample size was computed using the Yamane (1967) formula to arrive at 192 fintech
professionals. Primary data collection was based on a structured questionnaire that was
scored on a five-point Likert scale. Analysis of data was done via SPSS Version 25.0, and both
descriptive and inferential statistics were generated and with output of the analysis expressed
as frequencies and percentages and presented in the form of tables and figures.

The study found that regular cybersecurity audits had a mean score of 4.07 (SD = 1.01), the
organization of external workshops scored 3.16 (SD = 1.24), and cross-training scored 3.36
(SD = 1.08). The Pearson correlation analysis indicated a strong positive relationship (r =
576, p < .001) between organizational learning strategies and cybersecurity management.
The R2 value was .332, with a significant ANOVA F-statistic of 71.609. The regression
coefficient for organizational learning was .868, suggesting that each unit increase in
organizational learning led to an estimated .868 unit increase in cybersecurity management.
The study found that fintechs' incorporation of cybersecurity features into products scored a
mean of 3.92 (SD = 0.84), participation in hackathons scored 3.11 (SD = 1.47), and new
product development scored 3.25 (SD = 1.32). Pearson correlation analysis indicated a strong
positive relationship (r = .761, p < .001) between continuous innovative strategies and
cybersecurity management. The R2 value was .579, with a significant ANOVA F-statistic of
198.038. The regression coefficient for continuous innovative strategies was .910, suggesting
that each unit increase in these strategies led to a .910 unit increase in cybersecurity
management.

The study concludes that fintech companies prioritize regular cybersecurity training sessions
to ensure a prepared workforce. It further concludes the presence of active investment in
innovative cybersecurity solutions, yet limited opportunities fostering employee-driven
innovation through hackathons. Moreover, the study concludes that strong internal efforts
tend to foster cybersecurity knowledge among staff through training programs. It also
concludes there is weak involvement in collaborating with regulatory bodies to stay updated
on cybersecurity regulations.

Index Terms — Fintech, Cybersecurity, Strategy, Financial, Technology.

1. INTRODUCTION

Cybercrime presents an ever-growing threat, with costs
projected to escalate to $10.5 trillion by 2025[1]. In 2024,
global cybercrime is set to incur $9.5 trillion in costs,
marking a 15 percent rise in global damage expenses over

the next two years. The United States leads in data breach
costs, averaging $5.09 million in 2023. Security
professionals note a 75 percent surge in cyberattacks, with
the global average data breach cost hitting $4.45 million in
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2023 [2]. [3] report a 50 percent spike in US cyber
insurance premiums in 2022, totaling $7.2 billion.

Fintech, the integration of financial services and
technology, revolutionizes sectors like lending and
payments, yet poses security and privacy risks [4]. [5]
found 43% of fintech firms faced data breaches,
underscoring evolving cybersecurity challenges. Reported
breaches in the financial sector surged from 187 in 2021 to
640 in 2022/23. Brazil, a fintech frontrunner, witnessed
heightened cybersecurity investments, exceeding 2019
levels, driven by Moody's US$700 million acquisition of
Regulatory DataCorp Inc [6].

Fintech is a pivotal force in Sub-Saharan Africa (SSA),
addressing challenges like low financial inclusion,
underinvestment, poor infrastructure, and low financial
literacy [7]. The fintech sector is growing rapidly in East
Africa, particularly in Kenya, and has significantly
impacted the underserved population by enabling access to
financial services [8].

Cybersecurity challenges include a shortage of
professionals, evolving cybercriminal tactics, and threats to
critical infrastructure, emphasizing the need for robust
cybersecurity measures. Kenya faced a severe loss of $153
million in cybercrime in 2022, projected to increase
annually by 14 percent. The country's cybersecurity
challenges include escalating cyberattacks targeting diverse
vulnerabilities, a scarcity of cybersecurity professionals,
and cybercriminals' adoption of advanced technologies like
generative Al.

Nairobi city has emerged as a global hub for fintech in-
novation, driven by its high mobile penetration rates and
pioneering services like M-Pesa by Safaricom, which has
revolutionized mobile money transfers since 2007 and
expanded to other African countries [9]. Fintech activities
in Kenya span mobile payments, digital lending, asset and
wealth management, insurance, and money remittance
operations [10]. They offer a wide range of innovative
financial services. Hela Money provides a Remittance
account, insurance account, savings account, and virtual
cards while Chumz.io offers a platform for saving and
investing using gamification and behavioral psychology.
KiotaPay provides property management software. Mauzo
offers business analytics for MSMEs and SasaPay is a
mobile money e-wallet, while BasiGo offers electric
alternatives for public buses [11]. However, cybersecurity
remains a significant obstacle to Kenya's financial inclusion
growth, potentially eroding the country's innovative culture
and global fintech market position.

The failure to effectively address cybersecurity can trigger
financial losses which result from unauthorized access to
customer accounts or payment systems, leading to theft or

fraudulent transactions [12]. Cybersecurity breaches can
also damage the reputation of fintechs, as customers may
lose trust in their ability to protect their sensitive
information. Moreover, legal and regulatory consequences
may include fines or lawsuits from affected customers [13].
Besides, Operational disruption can lead to downtime and
loss of productivity, further affecting the company's ability
to serve customers and generate revenue [11].

Studies on the local fintech sector have explored the im-
pact of cybercrime on commercial banks in Kenya. [14]
highlighted the wvulnerability of electronic banking to
cyberattacks, leading to billions of shillings in losses. [15]
explored the cybersecurity threats and vulnerabilities faced
by Kenyan banks, focusing on weaknesses in soft-ware,
hardware, or procedures. [16] examined cyber threats and
cybersecurity measures within the Kenyan business
landscape, identifying the most prevalent threats and
corresponding security measures. [11] studied Ken-ya's
fintech policy and regulatory landscape, revealing sector-
specific regulations and a "test and learn" approach with
regulatory sandboxes

2. LITERATURE REVIEW

The study reviewed empirical studies on influence of
organizational learning strategies, continuous innovative
strategies, and strategic collaboration on cyber security
management in fintech companies.

2.1. Organizational Learning Strategies and
Management of Cyber Security among Fintechs

The section reviewed empirical studies on the influence of
organizational learning strategies, including knowledge
acquisition, skill development, and feedback mechanisms,
on cyber security management in fintechs. In addition, the
study discusses the management of cyber security among
fintechs.

2.1.1. Management of Cybersecurity among Fintechs

Fintech companies are expected to conduct thorough due
diligence on vendors, ensure robust cybersecurity
measures, and conduct regular audits to comply with
contracts, as insider threats pose a significant cybersecurity
risk [17]. [18] proposed a machine learning-based
framework for cyber threat attribution in the FinTech
sector. [19] investigated the growth of FinTech during
COVID-19 in the Middle East and North Africa (MENA)
region. Their study highlighted privacy issues, cybercrimes,
financial disruption, and regulatory non-compliance as
major challenges faced by FinTech startups in the region.

In another study, [20] conducted a comparative analysis of
cybersecurity in U.S. and Nigerian banking sectors. They
highlighted the importance of robust cybersecurity
measures in safeguarding financial institutions in the digital

UKR Journal of Economics, Business and Management (UKRJEBM). Published by UKR Publisher




age. The study identified unique challenges and solutions
for each country, emphasizing the need for continuous
investment in research, collaboration, education, and agile
policymaking. [21] performed a systematic literature
review on the role of trust and security in Fintech adoption
in banking. Their analysis of 26 articles highlighted the
importance of trust, security, and other factors in Fintech
adoption. The review provided insights into the preferred
attributes of Fintech services for enhancing adoption in the
banking sector. In addition, findings also suggested that
private banks were more flexible in adopting FinTech
services compared to public banks, and client attitudes
towards FinTech varied across different regions. Locally,
[22] studied the effect of the Internet of Things (loT) and
cyber security on FinTech companies in Kenya. Their
mixed-method research design surveyed 66 FinTech
companies and found that security configuration and
system configuration were significant determinants of
cyber-attacks among these companies.

2.1.2. Knowledge Acquisition

Knowledge acquisition refers to the process of acquiring,
assimilating, and integrating new knowledge and
information [23]. Knowledge acquisition is essential for
organizations to remain competitive, innovate, and adapt to
business changes [24]. It can be achieved through various
methods, including research and development (R&D),
training and development, external sources like industry
reports, and partnerships and collaborations. [25] add that
companies can also acquire other companies to access their
knowledge, technology, and market presence. [26] opined
that information systems and databases are used to access
relevant knowledge. Benchmarking helps identify best
practices and areas for improvement. Finally, learning from
past experiences helps improve future decision-making and
actions.

Empirically, [27] discussed the importance of managing
cyber risk in the context of enterprise risk, emphasizing the
need for executives to connect security technologies to
relevant outcomes. The study provided actionable
gualitative and quantitative advice on cyber-risk
management, offering tools for making the business case
and adopting practical strategies.

[28] explored the desired cybersecurity skills and skills
acquisition methods in organizations. The study highlighted
the importance of key personnel and their competencies in
improving cybersecurity resilience. The findings revealed a
demand for communication and situational awareness
skills, with a specific need for training using Cyber Ranges
(CR). The study suggested that systematic cybersecurity
training could enhance expertise development and improve
performance in complex cybersecurity situations. [29]
investigated the impact of cyber security implementation

strategy on organizational knowledge management and
performance using a case study of Sinapi Aba Savings and
Loans in Ghana. The study proposed a conceptual model
showing the relationship between knowledge management
processes, security compliance, and organizational
performance. The results indicated that organizational
knowledge  management  significantly  influenced
performance, suggesting the importance of integrating
cyber security with knowledge management processes.

2.2. Continuous Innovative Strategies and
Management of Cyber Security Among Fintechs

The section focuses on the impact of continuous innovative
strategies, such as investment in research and development,
and process improvement, on cyber security management
within the fintech sector.

2.2.1 Investment in research and Development

Investment in R&D is crucial for fintech companies to
develop innovative cyber security solutions, including
encryption algorithms, advanced threat detection systems,
and emerging technologies like Al and blockchain [30].
Fintech companies establish dedicated labs for research and
development, collaborate with universities to access
cutting-edge research and talent, and organize hackathons
to encourage innovation and develop new tools and
techniques. These investments help fintech companies
maintain a competitive advantage in the market [31].

[32] studied the optimal cyber security investment in a
mixed risk management framework, focusing on the role of
cyber insurance and expenditure analysis. The study used a
mathematical model to explore the effectiveness of
integrating insurance and security investments to minimize
overall security expenses. However, the findings lacked a
detailed examination of various aspects of research and
development in cyber security management, which could
have provided insights into innovative strategies for
addressing cyber risks. [33] discussed the history of cyber
security research and focused on cyber risk management,
highlighting gaps in research and future directions. The
study used a review approach to analyze research on
individual steps of the cyber risk management process.
However, the findings were limited by the lack of emphasis
on the importance of research and development in cyber
security management, which could have provided practical
solutions for enhancing cyber resilience.

[34] provided an overview of the evolution of
cybersecurity research and focused on cyber risk
management. The study highlighted gaps in research and
emphasized the need for interdisciplinary collaboration to
enhance cyber resilience. The two main findings are that
cyber risk is difficult to include in the overall enterprise risk
management process and that a move toward cyber
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resilience is necessary to deal with such a complex risk.
However, the study did not extensively discuss the potential
impact of research and development in cyber security
management on improving cyber risk management
practices.

2.2.2 Process Improvement

Process improvement is a crucial aspect of organizational
efficiency, quality, and effectiveness. In fintech, it's crucial
to enhance cyber security practices by implementing robust
incident response procedures, automating security
monitoring, and regularly updating policies [35]. Forms in
fintech companies include security automation, regular
audits, and employee training to reduce human error,
identify vulnerabilities, and ensure employees are aware of
security best practices. [36] studied cyber situation
awareness in the Swedish financial sector, investigating the
information elements needed for a common operational
picture and exploring key actors' perceptions of cyber-
threats. While the sector had a well-developed crisis
management concept, there were gaps in systematically
collecting and analyzing information about rational
adversaries. The study highlighted concerns about cyber-
threats to financial infrastructure, IT service availability,
data confidentiality, and reputational loss. It suggested
integrating cyber personnel into crisis management teams
to enhance risk management practices.

[37] conducted a comprehensive analysis of
cybersecurity strategies in modern organizations, focusing
on the evolution and effectiveness of measures for data
protection. The study explored the historical development,
current trends, and future directions of cybersecurity
strategies, highlighting the shift towards advanced
technologies like Al and ML. The findings underscored the
importance of human factors, such as continuous education
and training, in cybersecurity outcomes. However, the
study lacked depth in discussing the specific challenges and
strategies for implementing cybersecurity measures,
limiting its practical applicability for organizations.

[38] proposed a framework for the future of
cybersecurity, aiming to enhance organizational resilience
against modern cyber threats. The framework emphasizes
the integration of capabilities with resilience, focusing on
predicting, mitigating, responding to, and recovering from
cyber disasters. The study highlights the importance of
organizational leadership, accountability, and innovation in
achieving cyber resilience. While the framework provides
strategic guidance, it lacks empirical validation and
practical implementation guidelines, limiting its immediate
applicability for organizations.

2.2.3 New Product Development

New product development is the process of creating

innovative solutions for fintech companies to meet evolving
customer needs and address cyber security challenges [39].
This includes developing secure mobile payment apps,
blockchain-based identity verification systems, and Al-
powered fraud detection tools. The fintech companies use
agile development methodologies, user-centric design, and
compliance integration to ensure products are intuitive,
secure, and comply with regulatory requirements related to
cyber security [40].

[41] investigated the influence of external factors on
supply chain risk management (SCRM) in small and
medium-sized enterprises (SMEs) in Turkey. They used
fuzzy set qualitative comparative analysis (fsQCA) with data
from 137 Turkish SMEs. Results showed different paths for
SCRM in young and mature SMEs, with demand risk being
crucial for young SMEs and demand risk along with relative
performance being essential for mature SMEs. The study
provides insights for practitioners to align strategies for
SCRM performance based on external factors. [42]
examined the relationship between technological, marketing,
organizational, and commercialization risk management on
new product development (NPD) performance in the
automotive industry in lIran. The study suggests that
spreading risk management across all aspects of NPD
projects can increase total performance and the probability of
NPD success, emphasizing the importance of market
research and comprehensive risk management in NPD. The
research had limitations, including a small sample size and
data collected from Iranian automotive producers, which
may limit the generalizability of the findings.

[41] explored the multifaceted field of cyber risks, their
structure, and composition, focusing on the challenges posed
by rapid digital technology evolution. They highlighted the
prevalence of cyber risks across various sectors and the
vulnerabilities faced by users, organizations, and
governments. The importance of robust risk management
strategies was emphasized, along with the dynamic nature of
cyber threats. The paper reviewed international standards,
frameworks, and cyber risk management techniques. It
discussed approaches to defining cyber risk categories and
analyzed daily attack techniques. The study underscored the
need for continuous adaptation of organizational and
technical actions to address cyber threats effectively.

3. RESEARCH METHODOLOGY

[43] defines research design as a plan for selecting subjects,
research sites, and data collection procedures to answer the
research question(s). The study employed a descriptive
correlational design. A descriptive correlational design is a
type of quantitative research design that focuses on
describing and examining the relationships between
variables without manipulating them. This non-
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manipulative approach allowed for a more natural study of
cybersecurity strategies within fintech organizations. The
design also facilitated quantitative analysis, providing
statistical insights and enhancing the study's rigor and
validity.

Population of research is defined asthe people whom
appeal to the interest of the researchers in generalizing the
outcomes of the research [44]. The target population for the
study included 93 Chief Information Security Officers
(CI1SOs), 93 Chief Technology Officers (CTOs), 93 Risk
Managers, and 93 Compliance Officers in fintechs in
Nairobi County. This ensured representation from key roles
in  cybersecurity management, allowing for a
comprehensive analysis of strategic responses. The target
population distribution of 372 professional in the field of
cybersecurity was shown in Table 3.1.

Table 3.1: Target Population Distribution

Stratum Population  Percent
Chief Information Security Officers 93 25%
Chief Technology Officers 93 25%
Risk Managers 93 25%
Compliance Officers 93 25%
Total 372 100%

Source: Human Resource Department of Fintech Firms

The study employed a stratified random sampling
technique. Stratified random sampling (also known as
proportional random sampling and quota random sampling)
is a probability sampling technique in which the total
population is divided into homogeneous groups (strata) to
complete the sampling process. The technique was applied
by dividing the fintech population in Nairobi County into
strata based on job roles (CISOs, CTOs, Risk Managers,
Compliance Officers).

The sample size was computed using [45] formula as
follows:

n = N/(1+N(e)2.

n = 372/(1+372(0.05)2.
Given: N=372 e=0.05
n=192

Therefore, the sample size required became 192 fintech
professionals.

Table 3.2: Sample Distribution

Populatio  Percen

Stratum n t
Chief Information Security

Officers 48 13%
Chief Technology Officers 48 13%
Risk Managers 48 13%
Compliance Officers 48 13%
Total 192 52%

The study used quantitative primary data. Quantitative data
collection techniques are based on numerical values and are
more amenable to statistical analysis. Questionnaires were
employed, which is a method of collecting data in which a
selected group of participants are asked to complete a
written set of questions to find out what they do, think, or
feel [46]. The questionnaire was structured and included the
following sections: section one targeted the background
information of the respondents, section two focused on the
influence of organizational learning strategies in the
management of cybersecurity, section three covered the
influence of continuous innovative strategies in the
management of cybersecurity, and section four examined
the influence of strategic collaboration in the management
of cybersecurity among fintechs. The questionnaire
included Likert scale questions ranging from 1 (strongly
agree or never) to 5 (strongly disagree or very often), which
were used to measure the factor variables affecting the
strategic responses adopted by fintechs in the management
of cybersecurity. These questions required the respondents
to indicate to what extent they agreed with the statements
cited in each of the factor variables.

A pilot study on 20 fintech professionals was conducted to
analyze questions and assess their validity. This was crucial
for identifying well-framed and ambiguous questions. A
pre-test was used to evaluate respondents' interest.
Furthermore, pilot studies are essential for analyzing
response time and validity. The Cronbach Alpha test was
employed to examine the reliability of the questionnaire,
and according to [45] Barbera, Naibert, Komperda, and
Pentecost (2021), the coefficient threshold set for reliable
instruments was >0.7. The reliability test analyses
confirmed that all the Cronbach’s alpha coefficients were
above 0.7 hence reliability of the results. Afterward, the
researcher administered the refined questionnaires to the
respondents to ensure a timely response via Survey
Monkey.

Table 3.3: Reliability Results

No. of
Variable Items  Cronbach's Coefficient  Decision
Organizational Learning
Strategies 12 0.784 Reliable
Countinous Innovation Strategies 12 0.851 Reliable
Strategic Collaboration
Strategies 12 0.726 Reliable
Management of Cyber Security 12 0.803 Reliable
Average 12 0.791 Reliable

Descriptive statistics were used to analyze the collected
data. The descriptive statistics included the use of the mean,
frequency, and percentages. According to [47], the
procedure of transforming raw data into charts, tables with
percentages, and distribution frequencies is referred to as
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descriptive statistics. Moreover, inferential statistics were
also utilized in this research to quantify the relationship
between the dependent and independent variables through
the application of simple linear regression and Pearson
coefficient correlation analysis [48]. The Pearson
correlation coefficient analysis was key in providing an
assessment of the level of association present between
factors affecting performance of insurance firms. The
simple linear regression analysis was fundamental in
providing the weighting of the individual factors. The
analysis of data was displayed through the use of tables and
figures.

Y = B0+ B1X1 + f2X2 + B3X3 + ¢

Where;

Y= Management of Cybersecurity

BO= constant

Bl...... B3 =coefficients

X1= Organizational Learning Strategies
X2 = Continuous Innovative Strategies
X3= Strategic Collaboration

€ = error term

4. RESULTS

The results and findings of the study including back-ground
information, response rate and demographic de-tails of
participants is represented using descriptive statistics,
Pearson correlation and regression analysis.

The study attained a response rate of 76% as revealed in
figure 4.1. The rate was considered adequate to allow for
data analysis.

Response Rate

120% - 100%
100% 78% 76%
80%
60%
40%
20% 2%
0%

Percent

Response Category

Figure 4.1: Response Rate

According to Figure 4.2, the study found that Chief
Technology Officers (CTOs) played the most significant
role in managing cybersecurity in Nairobi County fintechs,
with 39% of respondents identifying them as key figures.
The Chief Information Security Officers (CISOs) were also
crucial, representing 26% of the roles involved. On the

other hand, Compliance Officers accounted for 19%,
highlighting their importance in ensuring adherence to
cybersecurity regulations. Moreover, Business System
Analysts and Business Development Managers contrib-
uted 11% and 5%, respectively.

Current Role in the Firm

2
0
0
. 30 26%
S 25% 19%
£ 20%
@ 15% 11%
10% 5%
0%
0
& : & & &
& & & &« ’
@v Ko& & & 4‘2}0
& & NS & <
£ &> RS N Q
e Y R B
& &° ¢ &
4 &
Role

Figure 4.2: Current Role in the Firm

According to Figure 4.3, the study revealed that Bachelor's
Degree holders constituted the majority of respondents
involved in managing cybersecurity in Nairobi County
fintechs, accounting for 53%. This level of education was
followed closely by those with a Master's Degree,
comprising 42% of the respondents. Diploma holders
represented a smaller proportion at 3%, while individuals
with a Doctoral Degree were the least represented at 1%.
With these results, respondents were literate hence capable
of reading, interpreting and answering strategic questions
related to cyber security management.

Level of Education

. 60%
S 40%
3 20% 53% 42%
F 0% 3% 1%
Diploma Bachelor's  Masters Doctoral
Degree Degree Degree

Educational Qualification

Figure 4.3: Level of Education

According to Figure 4.4, the study found that professionals
with 6-9 years of experience constituted the largest group
involved in managing cybersecurity in Nairobi County
fintechs, accounting for 43% of respondents. Those with 10
years and above of experience followed at 26%, indicating
a substantial portion of seasoned professionals in the field.
Respondents with 3-5 years of experience represented 18%,
while those with less than 3 years accounted for 12%. These
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findings emphasize the importance of mid-career and
experienced professionals in shaping strategic responses to
cybersecurity challenges within the fintech sector in
Nairobi County.

Years of Experience

50%
= 40%
@ 30%
g, 20% 43% .
e % — o0
Less than 3 3-5 6-9 10 and
above

Experience Level

Figure 4.4: Years of Experience

According to Figure 4.5, the study revealed that fintechs in
Nairobi County with workforce sizes ranging from 101-500
employees were the most prevalent, comprising 35% of the
respondents. Companies with more than 500 employees
followed closely at 28%, indicating a substantial presence
of larger organizations in the sample. Fintechs with 50-100
employees accounted for 25%, while those with less than
50 employees represented 12% of the respondents. The
study outlined the diverse company sizes and
organizational capacities in the fintech sector in Nairobi
County.

Number of Employees

40% 35%

28%
£ 30% 23%
§ 20% 12%
& 10%
0%
Lessthan 50  50-100 101-500 More than
500

Workforce Size

Figure 4.5: Number of Employees

According to Table 4.1, 44.5% of respondents strongly
agreed that their fintech reduced the frequency of
successful DoS attacks. This indicates effective
management practices in mitigating such cyber threats.
Moreover, 47.3% agreed that their fintech reduced the
occurrence of malware infections, showcasing robust
cybersecurity measures in place. Furthermore, 40.4%
strongly agreed that their fintech improved its response
time to mitigate DoS attacks, suggesting enhanced
readiness in handling such incidents. In comparison, 41.1%
agreed that their fintech minimized the impact of phishing
attacks, indicating effective protection of employees and
customers against these threats.

Additionally, 39.7% agreed that their fintech reduced the
number of data breaches involving customer information,

reinforcing successful data protection strategies with 28.1%
strongly agreed that their fintech improved its ability to
detect and respond to data breaches promptly, indicating
heightened cybersecurity vigilance; and 34.2% strongly
agreed that their fintech minimized the impact of data
breaches on its reputation and customer trust, showing
efforts to maintain customer confidence amidst security
challenges.

The highest standard deviation was noted in the statement
about maintaining full compliance with relevant
cybersecurity regulations and standards (1.01), explained
by differing levels of regulatory requirements and
compliance capabilities across different fintech firms. The
lowest standard deviation was found in the statement
concerning the reduction of successful DoS attacks (0.72),
indicating a more consistent performance across firms in
this area.

Table 4.1: Rating for Management of Cyber Security
Among Fintechs

Statement SD(%) D(%) N(%) A(%) SA(%) Mean S‘d

Reduced frequency of successful DoS
attacks
Reduced occurrence of malware infections 0.0 4.8 11.0 473 37.0 4.16 081

Improved response time to mitigate DoS
attacks

Minimized impact of phishing attacks 0.0 4.8 17.1 41.1 37.0 4.10 085

Reduced number of data breaches
involving customer information

0.0 0.0 151 404 445 429 072

2.7 0.0 13.0 438 404 419 087

0.0 27 295 397 281 333 083

Improved ability to detect and respond to
data breaches in a timely manner
Minimized impact of data breaches on
reputation and customer trust

Mitigated risk of insider threats through
improved monitoring and access control

0.0 2.7 315 315 342 357 088

27 27 219 445 281 399 098

Maintained full compliance with relevant  _ . ”
cybersecurity regulations and standards 2 2l 68 479 377 410 L0
Improved regulatory audit scores related to
cybersecurity -
Reduced regulatory fines or penalties
related to cybersecurity non-compliance
Enhanced cybersecurity policies and
procedures to meet or exceed regulatory 0.0 2.7 17.8 39.0 404 4.17 0.82
requirements

KEY: SD (Strongly Disagree) D (Disagree) N (Neutral)
A (Agree) SA (Strongly Agree), Std Dev - Standard
Deviation.

According to Table 4.2, fintech companies demonstrated
various levels of organizational learning strategies related
to cybersecurity management. For instance, 37% strongly
agreed that their fintech conducted regular cybersecurity
training sessions for employees, indicating a robust focus
on employee knowledge enhancement. Conversely, 32.2%
were neutral, suggesting inconsistencies in training
implementation. Similarly, 49.3% agreed that their fintech
had a system for employees to provide feedback on
cybersecurity policies, emphasizing the value placed on
employee input. However, 27.4% were neutral about
knowledge-sharing platforms, highlighting a potential area
for improvement in disseminating best practices.
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Furthermore, 41.1% strongly agreed that regular
cybersecurity audits were conducted and used to improve
practices, reflecting a commitment to continuous
improvement. Meanwhile, 33.6% were neutral about
encouraging employees to pursue cybersecurity
certifications, indicating varied support for formal skill
development.  Additionally, 53.4% agreed that
cybersecurity awareness campaigns were conducted,
showing proactive measures against emerging threats. Yet,
33.6% were neutral regarding organizing external
workshops, possibly due to budget or logistical constraints.

Moreover, 46.6% agreed that open communication
channels for reporting cybersecurity incidents were
encouraged, signifying the importance of incident
reporting. However, 33.6% were neutral on cross-training
between departments, suggesting an area for broader
understanding improvement. In terms of mentorship, 32.2%
agreed that programs were offered to enhance skills, while
24.7% were neutral, indicating room for better support.
Lastly, 31.5% strongly agreed that a culture of continuous
improvement based on feedback was established,
underlining the industry's dedication to evolving
cybersecurity practices, although 25.3% were neutral,
indicating varied experiences across firms.

Regarding the mean ratings, regular cybersecurity audits
and their utilization for practice improvement scored 4.07
(Std. Deviation = 1.01). The high score indicates robust
practices in auditing and leveraging findings for continuous
cybersecurity enhancement, demonstrating proactive
management of cybersecurity risks. Also, the organization
of external cybersecurity workshops or seminars received a
mean score of 3.16 (Std. Deviation = 1.24). This lower
score indicates limited external engagement for skill
development, possibly influenced by resource constraints
or a focus on internal training methods.

Table 4.2: Descriptive Statistics for Organizational
Learning Strategies in Fintechs

SD D N A SA

Statement %) (%) (%) (%) (%) Mean StDev

Regular cybersecurity training sessions for 27 00 322 281 37 397 097
employees - ’ o ' ’
Knowledge sharing platforms for cybersecurity

: 7.5 9.6 274 30.1 253 3.56 1.19
best practices

Encouraging cybersecurity certifications or
courses

7.5 6.8 336 356 164 347 108

Cyber;ecunty awareness campaigns for 48 00 144 534 274 399 092
emerging threats
Opportunities for cybersecurity-related projects

. ) 7.5 9.6 247 349 233 357 117
or simulations

Mentorship programs to enhance cybersecurity
skills

Cross-training between departments for broader
cybersecurity understanding

External cybersecurity workshops or seminars 13 13.7 33.6 23.3 16.4 3.16 1.24
System for feedback on cybersecurity policies 9.6 4.8 26 49.3 103 3.46 1.06

Regular cybersecurity audits and improvements
based on results

103137 247 322 192 336 123

7.5 11.6 30.1 384 123 336 1.08

2.7 48 164 349 41.1 4.07 1.01

Open communication channels for reporting
cybersecurity incidents

Culture of continuous improvement in
cybersecurity

55 0.0 253 466 226 381 097

2.7 48 253 356 315 388 1.00

Table 4.3 presented findings from Pearson correlation
analysis between Organizational Learning Strategies and
Management of Cyber Security among fintechs. The
correlation coefficient (r) of .576** indicates a strong
positive relationship between the two variables. The p-
value (.000) indicates this correlation is highly significant
at the 0.01 level (2-tailed), suggesting that as organizational
learning strategies improve, so does the management of
cyber security within fintechs.

Table 4.3: Pearson Correlation Analysis between
Organizational Learning Strategies and Management of
Cyber Security Among Fintechs

Organizational Management
Learning of Cyber_Security
Organizational Learning Pearson 1 576"
Correlation
Sig. (2-tailed) .000
Sum of Squares 59.786 51.885
and Cross-
products
Covariance 412 358
N 146 146
Management of Pearson 576 1
Cybersecurity Correlation
Sig. (2-tailed)  .000
Sum of Squares 51.885 135.579
and Cross-
products
Covariance 358 935
N 146 146

**_Correlation is significant at the 0.01 level (2-tailed).
5. DISCUSSION

The general objective of the study was to investigate the
strategic responses adopted by fintechs in the management
of cybersecurity in Nairobi County. The study aimed to
address the following specific objectives: Firstly, to
investigate the influence of organizational learning
strategies in the management of cybersecurity among
fintechs in Nairobi County; secondly, to establish the
influence of continuous innovative strategies in the
management of cybersecurity among fintechs in Nairobi
County; and finally, to examine the influence of strategic
collaboration in the management of cybersecurity among
fintechs in Nairobi County.

The study adopted a descriptive correlational research
design. The target population for the study included 372
professionals: 93 Chief Information Security Officers
(CISOs), 93 Chief Technology Officers (CTOs), 93 Risk
Managers, and 93 Compliance Officers in fintechs in
Nairobi County. Stratified random sampling was applied by
dividing the fintech population in Nairobi County into
strata based on job roles. The sample size was computed
using [45] formula to arrive at 192 fintech professionals.
Primary data collection was based on a structured
questionnaire scored on a Five-point Likert scale.

The study found that fintech companies demonstrated
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various levels of organizational learning strategies related
to cybersecurity management. In support, [17] emphasized
the importance of policies, risk management strategies, and
regular employee training in managing cybersecurity.
Similarly, [49] mentioned the benefits of such management
practices in enhancing business continuity and customer
trust. However, these results contrast with [50], who
pointed out significant challenges including privacy issues
and regulatory non-compliance in the MENA region’s
fintech startups, indicating regional differences in the
implementation of cybersecurity strategies.

Likewise, the study revealed that conducting regular
cybersecurity training sessions was a common practice
among fintechs. This result aligns with the observation by
[51], who underscored the need for continuous employee
education to prevent and mitigate cyberattacks. [52] also
emphasized the importance of training in their examination
of cybersecurity risk assessment in banking. Conversely,
[53] found that many Nigerian MSEs lacked awareness and
channels for reporting cyber incidents, suggesting that
training alone may not suffice without proper reporting
mechanisms.

It was further established that knowledge sharing plat-
forms were moderately utilized by fintech companies to
disseminate cybersecurity best practices. This approach is
in agreement with the recommendations of [54], who
advocated for the integration of various organizational
learning strategies to enhance performance. [55] also
supported this by linking organizational learning strategies
with resilience in dynamic environments. However, the
study by [20] noted unique challenges in the U.S. and
Nigerian banking sectors, where knowledge sharing was
hindered by differences in regulatory frameworks and
technological infrastructures.

Nonetheless, the encouragement for employees to pursue
cybersecurity certifications or courses reflected moderate
support for skill enhancement through formal education.
The results resonate with [56], who emphasized the need
for continuous education and training to cope with evolving
cybersecurity threats. [57] also opined the im-portance of
training in their proposed learning loop framework for
cybersecurity in higher education. How-ever, the study by
[17] in Egypt identified regulatory challenges that could
limit the effectiveness of formal education initiatives.

The study found robust efforts in conducting cybersecurity
awareness campaigns to educate employees about
emerging threats. This aligns with the work of [58], who
both stressed the importance of awareness programs in
preventing cyber incidents. [59] also noted the effective-
ness of simulation-based training in  enhancing
cybersecurity skills. However, these efforts contrast with
the findings of [60], who reported significant cyber-attacks

in Kenyan fintechs due to inadequate security
configurations, indicating a gap between awareness and
practical implementation.

Concerning continuous innovation, fintech companies
demonstrated a moderate commitment to researching
emerging cybersecurity threats and trends. [61] emphasized
the importance of continuous innovation in cyber-security
to address evolving threats, suggesting that companies have
significant potential for collaborative innovation. This
result resonates with [62], who emphasized the need for
firms to understand the determinants of innovation
persistence. Similarly, [63] outlined the necessity for
continuous adaptation to cyber threats, suggesting a
proactive approach. In contrast, [64] found that regulatory
interventions could play a significant role in encouraging
firms to enhance their cybersecurity investments, pointing
to external factors rather than internal employee initiatives.

The result reveals that fintechs to leverage technology for
efficiency gains through automation tools for cyber-
security tasks. This result resonates with [65], who
underscored the importance of advanced technological
solutions in maintaining a competitive edge. [34] also
emphasized the evolution of cybersecurity research,
emphasizing technology's role. However, [66] found that
integrating cyber personnel into risk management teams is
crucial, suggesting that fintechs should balance techno-
logical investments with human resource development.

6. CONCLUSION

The study suggests enhancing cybersecurity training
sessions by integrating practical simulations to bolster
employee preparedness. It also recommends expanding
knowledge sharing platforms to ensure consistent adoption
of cybersecurity best practices across all departments.
Furthermore, it calls for incentivizing cybersecurity
certifications and courses to boost skill development.
Implementing structured mentorship programs and
fostering  interdisciplinary ~ training can  deepen
organization-al cybersecurity resilience.

The study calls for further research in investigating
strategies for cybersecurity by expanding the scope to
include other industry stakeholders such as the Ministry of
ICT, to foster comprehensive regulatory and exploring
mechanisms to enhance employee-driven innovation
through hackathons and similar initiatives. Further re-
search is also needed to optimize the integration of
cybersecurity into overall business strategies to ensure
alignment and effectiveness.

APPENDIX
Not applicable
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