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Article History Abstract 

Original Research Article Cybercrime in West Africa has transcended petty online scams to emerge as a complex, 

organized threat with profound implications for regional security and governance. Nowhere 

is this more evident than in Nigeria, where the rise of internet fraud popularly associated with 

the “Yahoo boys” has evolved into a deeply embedded socio-economic and cultural 

phenomenon. This paper explored the conditions under which digital crime flourished, tracing 

its connections to structural unemployment, state fragility, global neoliberalism, and the 

aspirational subcultures of marginalized youth. By interrogating the gaps between legislation, 

enforcement, and social legitimacy, the analysis revealed the limitations of Nigeria’s 

Cybercrime Act of 2015 in combating fast-evolving digital threats. Ethnographic perspectives 

and interdisciplinary sources enriched the discussion, highlighting how cybercriminals 

appropriated symbols of resistance and modernity to justify their actions. The implications 

extended beyond domestic concerns, as cybercrime networks increasingly intersected with 

global financial fraud, identity theft, and transnational insecurity. Evidence pointed to a 

convergence of digital technology and state failure, raising critical questions about 

sovereignty, policing, and trust in public institutions. In response, the study called for 

coordinated regional cybersecurity frameworks, investment in youth-centered digital literacy, 

and more holistic strategies that treat cybercrime not just as a legal anomaly but as a symptom 

of deeper socio-political fractures. The findings contributed to criminological debates on 

deviance, informal economies, and digital governance in postcolonial African contexts. 

Keywords: Cybercrime, Nigeria, Yahoo Boys, National Security, Digital Deviance, West 

Africa, State Failure. 

Received: 08-08-2025 

Accepted: 10-08-2025 

Published: 12-08-2025 

Copyright © 2025 The Author(s): This is an 

open-access article distributed under the 

terms of the Creative Commons Attribution 

4.0 International License (CC BY-NC) 

which permits unrestricted use, distribution, 

and reproduction in any medium for non-

commercial use provided the original author 

and source are credited. 

Citation: Agbodike Mmesoma 

Chinecherem, 2025,Cybercrime and National 

Security: A Critical Study of Online Fraud 

and State Vulnerabilities in West Africa, 

UKR Journal of Arts, Humanities and Social 

Sciences (UKRJAHSS),1(6)245-256. 

 

Introduction 
 

The evolution of technology in the 21st century has 

redefined not only the boundaries of communication, 

commerce, and governance but also the landscape of crime 

and insecurity. Nowhere is this transformation more evident 

than in the emergence of cybercrime as a significant threat 

to national security, particularly in developing regions such 

as West Africa. Once peripheral in global security 

discussions, the region has increasingly become a hub for 

sophisticated digital fraud networks, with Nigeria and 

Ghana frequently occupying center stage in both scholarly 

and policy debates (Tade & Aliyu, 2011; Adetunji, 2022). 

The proliferation of online fraud, popularly known in 

Nigeria as “Yahoo Yahoo” and in Ghana as “Sakawa,” 

marks not only a shift in criminal enterprise but also a 

reflection of deeper structural vulnerabilities within the 

state. In West Africa, cybercrime thrives in a complex web 

of socio-economic precarity, youth disenfranchisement, 

state incapacity, and digital globalization. While the digital 

economy promises innovation and connectivity, it has also 

facilitated new forms of criminal activity that transcend 

national borders and outpace traditional law enforcement 

capabilities (Adewunmi, 2020). This situation is 

compounded by high youth unemployment, widespread 

poverty, and public disillusionment with the state factors 

that create a fertile ground for digital criminality. More than 

opportunistic ventures, online fraud in this region has 
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evolved into an organized economy, one that increasingly 

implicates national interests and international relations. The 

implications for national security are profound. In its 

traditional conception, national security referred to the 

protection of a state’s territorial integrity and political 

sovereignty. However, the emergence of cybercrime 

necessitates a broader conceptualization—one that includes 

economic stability, digital infrastructure, financial integrity, 

and public trust in state institutions. Online fraud not only 

siphons billions of dollars annually from individuals, 

corporations, and governments globally but also 

undermines the legitimacy of African states on the 

international stage (Ojedokun & Eraye, 2012). 

Furthermore, as these criminal networks expand and digital 

technologies evolve, the threat landscape continues to shift, 

making it difficult for under-resourced states to respond 

effectively. 

Despite numerous efforts, including the enactment of 

cybercrime legislation, the establishment of anti-

cybercrime units, and regional frameworks such as the 

ECOWAS Cybersecurity Strategy, enforcement remains 

largely reactive, fragmented, and insufficient. A critical 

challenge lies in the absence of robust institutional 

mechanisms, technological infrastructure, and inter-agency 

coordination. Moreover, the glamorization of 

cybercriminals in popular culture often depicted as 

successful, heroic figures further complicates the state’s 

efforts to criminalize and prosecute these actors (Ibrahim, 

2016). These dynamics raise urgent questions about the 

relationship between cybercrime and state capacity, the 

limits of traditional security paradigms, and the 

effectiveness of current legal and policy responses. 

This study, therefore, seeks to critically examine how 

cybercrime particularly online fraud—constitutes a 

growing national security threat in West Africa. Focusing 

on Nigeria and Ghana as case studies, the paper interrogates 

the socio-political conditions that foster cybercriminal 

networks, the institutional weaknesses that limit effective 

response, and the broader implications for state legitimacy 

and regional stability. The study adopts a critical 

criminological lens, exploring how historical 

marginalization, structural inequality, and global digital 

asymmetries interact to produce new forms of deviance and 

insecurity in the postcolonial African state. Three central 

questions guide this inquiry: (1) what are the socio-

economic and institutional factors that enable the 

proliferation of online fraud in Nigeria and Ghana? (2) In 

what ways does cybercrime undermine national security in 

these countries? (3) How effective are existing legal and 

policy responses in addressing this growing threat? By 

engaging with these questions, the study contributes to a 

deeper understanding of the nexus between crime and 

security in the digital age, offering both theoretical insights 

and practical recommendations. 

The significance of this research lies in its attempt to bridge 

criminology and security studies within the African context. 

While much of the existing literature treats cybercrime 

either as a law enforcement issue or as a technological 

challenge, this paper situates it within broader political and 

security concerns, emphasizing the interdependence 

between digital governance and national sovereignty. 

Furthermore, by centering West Africa—a region often 

peripheral in global security discourses—the study 

challenges Eurocentric frameworks and foregrounds 

African perspectives on digital threats and responses. The 

structure of the paper is as follows: the next section lays out 

the conceptual and theoretical frameworks guiding the 

analysis, drawing from criminology, political economy, and 

critical security studies. This is followed by a 

comprehensive review of the literature on cybercrime, 

digital fraud, and state response in Africa. The fourth 

section outlines the methodological approach, justifying the 

case study design. The fifth section provides a contextual 

background to cybercrime in West Africa, after which the 

case studies of Nigeria and Ghana are analyzed in depth. 

The final sections discuss the national and regional security 

implications of cybercrime, assess the adequacy of current 

legal responses, and offer recommendations for policy and 

future research. In an era where states are increasingly 

defined not just by their physical borders but by their ability 

to regulate and secure digital spaces, cybercrime emerges 

not only as a technological nuisance but as a profound threat 

to the postcolonial state’s authority, coherence, and 

resilience. Understanding and addressing this threat 

requires not just better policing, but a fundamental 

rethinking of security, governance, and justice in the digital 

age. 

Conceptual and Theoretical Framework 

Understanding the nexus between cybercrime and national 

security in West Africa requires an interdisciplinary 

framework that draws from criminology, political economy, 

and security studies. The increasing entanglement of digital 

technologies with traditional conceptions of crime and 

sovereignty makes it necessary to go beyond narrow legal 

definitions or purely technical analyses. This section 

provides the conceptual and theoretical scaffolding for the 

paper by defining key terms such as cybercrime, national 

security, and online fraud and outlining the theoretical 

models that illuminate the dynamics at play. In particular, 

the study draws from Routine Activity Theory, Strain 

Theory, and Critical Criminology, alongside perspectives 

from state fragility and postcolonial governance literature, 

to situate the proliferation of cybercrime in a broader 

structural context 
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 Conceptualizing Cybercrime and National Security 

Cybercrime is broadly defined as any criminal activity that 

involves a computer, a networked device, or a network 

itself. It includes offenses such as hacking, identity theft, 

cyberbullying, ransomware, phishing, and various forms of 

online financial fraud (Wall, 2007). However, in the context 

of West Africa, cybercrime takes on a specific character that 

is shaped by the socio-economic environment. The most 

pervasive form of cybercrime in the region is online fraud, 

encompassing romance scams, business email compromise 

(BEC), advance-fee fraud (419), and cryptocurrency scams. 

These activities, while often initiated by individuals, have 

evolved into complex networks with links to transnational 

crime and money laundering operations (UNODC, 2021). 

National security, traditionally defined in terms of 

protecting a state’s borders, sovereignty, and political 

institutions from external aggression, now encompasses a 

wider array of concerns—including economic stability, 

cybersecurity, technological sovereignty, and the capacity 

of the state to protect its citizens in both physical and virtual 

spaces. Online fraud undermines national security not only 

by eroding trust in digital systems but also by threatening 

the financial architecture, deterring foreign investment, and 

exposing institutional weaknesses. In postcolonial African 

states with fragile governance systems, these threats are 

magnified by the lack of adequate legal frameworks, 

enforcement capacity, and digital infrastructure. 

Routine Activity Theory 

One of the most relevant criminological theories for 

understanding cybercrime is Routine Activity Theory 

(RAT), developed by Cohen and Felson (1979). The theory 

posits that for a crime to occur, three elements must 

converge in time and space: a motivated offender, a suitable 

target, and the absence of a capable guardian. In the digital 

environment of West Africa, all three elements are readily 

present. Motivated offenders emerge from large 

populations of digitally literate but economically 

disenfranchised youth. The suitable targets are often 

unsuspecting individuals or organizations from wealthier 

countries, easily reachable through email and social media 

platforms. The absence of capable guardianship is reflected 

in weak cybersecurity frameworks, outdated legislation, 

and insufficient law enforcement training. This 

convergence explains the proliferation of cybercrime 

despite increased awareness and partial regulation. RAT 

also emphasizes how changes in everyday routines such as 

increased internet use, digital banking, and social 

networking create new crime opportunities that did not 

exist before. 

 Strain Theory and Economic Marginalization 

To understand the socio-economic motivations behind 

cybercrime, Strain Theory, particularly as formulated by 

Robert K. Merton (1938), is instructive. Merton argued that 

societal pressure to achieve culturally valued goals (such as 

wealth or success) without access to legitimate means leads 

individuals to pursue alternative, often deviant, pathways. 

In countries like Nigeria and Ghana, where youth 

unemployment, underemployment, and income inequality 

are widespread, the societal emphasis on material success 

is not matched by structural opportunities to achieve it 

legally. Cybercrime, particularly online fraud, becomes a 

rationalized survival strategy in the face of systemic 

economic exclusion. It is often framed by perpetrators not 

as deviance but as innovation, even resistance particularly 

in narratives that portray it as reclaiming wealth from a 

global system perceived to be exploitative or racist (Tade & 

Aliyu, 2011). Strain Theory thus helps explain why 

cybercriminals in West Africa are not only numerous but 

often socially tolerated or celebrated, especially when they 

redistribute gains to family and community. 

Critical Criminology and the Postcolonial State 

Critical Criminology challenges conventional definitions of 

crime and justice by emphasizing the role of power, 

inequality, and historical structures. It interrogates why 

certain behaviors are criminalized while others often 

equally harmful are normalized or ignored. In the West 

African context, this perspective enables a deeper analysis 

of how colonial legacies, elite corruption, and global 

economic hierarchies shape both criminal behavior and 

state response. From this lens, cybercrime is not merely a 

result of individual deviance but a symptom of deeper crises 

of legitimacy, sovereignty, and economic justice in 

postcolonial African states. The glamorization of 

cybercriminals in popular music and media, particularly 

figures who redistribute their wealth or invest in 

community infrastructure, reveals the blurred boundaries 

between criminality and heroism. Moreover, the selective 

enforcement of cybercrime laws often targeting low-level 

actors while ignoring elite digital financial crimes mirrors 

broader patterns of impunity and inequality within the 

criminal justice system (Ogwezzy, 2020). 

State Fragility, Governance, and Security Studies 

Complementing criminological theories are insights from 

political science and security studies that highlight the 

relationship between cybercrime and weak state 

institutions. State fragility in this context refers to the 

inability of governments to provide basic services, enforce 

the rule of law, or secure national borders physical or 

digital. In West Africa, fragile institutions and widespread 

corruption limit the effectiveness of cybercrime 

enforcement, while poorly equipped police forces and 
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outdated judicial systems cannot keep pace with rapidly 

evolving technological threats (Eze, 2021). This aligns with 

scholarship in critical security studies, which calls for an 

expanded definition of security that includes non-

traditional threats such as cybercrime, environmental risks, 

and pandemics (Buzan, Wæver & de Wilde, 1998). From 

this standpoint, cybercrime is not merely a criminal justice 

issue but a threat to state legitimacy and the social contract. 

If the state cannot protect its citizens from financial 

exploitation or digital harm or worse, if state actors are 

themselves complicit in such crimes the foundations of 

governance and authority are severely eroded. 

Synthesis and Analytical Utility 

By integrating Routine Activity Theory, Strain Theory, 

Critical Criminology, and State Fragility frameworks, this 

study develops a multi-layered approach to understanding 

cybercrime in West Africa. Routine Activity Theory offers 

insight into the mechanisms of digital crime; Strain Theory 

explains its social roots; Critical Criminology questions 

how it is framed and responded to; and state fragility 

theories expose the broader institutional and political 

vulnerabilities that enable its spread. 

This theoretical synthesis allows for a more holistic 

analysis that goes beyond blaming individual offenders or 

praising technological fixes. It instead situates cybercrime 

within a matrix of historical injustice, social inequality, 

global economic marginalization, and weak governance 

conditions that not only produce crime but also inhibit 

effective response. In doing so, the framework lays the 

foundation for the rest of the study, which turns to the 

empirical realities of cybercrime in West Africa through the 

lens of literature, case studies, and policy analysis. 

Literature Review 

The literature on cybercrime in Africa particularly West 

Africa has expanded significantly over the past two 

decades, reflecting the growing relevance of digital threats 

to national and regional security. Scholars have approached 

cybercrime from multiple disciplinary perspectives: 

criminology, information technology, sociology, 

international relations, and law. However, much of the 

existing literature is fragmented, often focused either on the 

technical aspects of cybercrime or on surface-level 

descriptions of cybercriminal behavior. This review 

synthesizes existing scholarship on five key themes: (1) 

global trends in cybercrime, (2) the evolution of cybercrime 

in West Africa, (3) socio-economic drivers of online fraud, 

(4) the relationship between cybercrime and national 

security, and (5) legal and institutional responses to digital 

threats. The review concludes by identifying critical gaps 

that this study aims to address. 

 

Global Perspectives on Cybercrime 

Globally, cybercrime has been recognized as one of the 

most pressing security challenges of the 21st century. 

According to the United Nations Office on Drugs and 

Crime (UNODC, 2021), cybercrime now affects every 

region of the world, costing the global economy an 

estimated $6 trillion annually. Early studies of cybercrime 

focused predominantly on industrialized societies, where 

issues of identity theft, hacking, and data breaches were 

most prominent (Wall, 2007). More recent literature, 

however, has begun to highlight the growing role of the 

Global south—especially Africa and Asia—as both targets 

and origin points of cybercrime. 

Scholars such as Grabosky (2007) and Yar (2013) 

emphasize that cybercrime must be understood within the 

broader context of globalization, technological 

advancement, and unequal access to resources. They argue 

that while digital tools offer new opportunities for 

economic participation, they also create new forms of 

inequality and vulnerability, particularly in regions where 

governance structures are weak. These global studies 

provide a useful foundation but often fail to account for the 

specific political, cultural, and historical contexts that shape 

cybercrime in African states. 

 Cybercrime in West Africa: Patterns and Evolution 

In West Africa, cybercrime especially in the form of online 

fraud has become one of the most documented forms of 

digital criminality. Scholars trace its roots to the 1980s and 

1990s, when Nigerian scammers began using fax machines 

and early internet services to perpetrate advance-fee fraud, 

now commonly known as “419 scams” (Smith, 2001). 

These scams later evolved into more sophisticated forms of 

digital deception, including romance scams, phishing, and 

cryptocurrency fraud, especially among urban youth 

populations (Tade & Aliyu, 2011; Ibrahim, 2016). 

Nigeria and Ghana have emerged as epicenters of this 

phenomenon. The so-called “Yahoo Yahoo” and “Sakawa” 

subcultures are not merely criminal enterprises but complex 

socio-economic systems with their own norms, symbols, 

and moral justifications. Several ethnographic studies (e.g., 

Aransiola & Asindemade, 2011) have explored how these 

practices are embedded in youth identity, popular culture, 

and narratives of economic survival. These works 

demonstrate that cybercrime in West Africa is more than an 

individual pathology it is a collective response to systemic 

marginalization in the global and local economy. 

 Socio-Economic Drivers of Cybercrime 
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A major strand in the literature focuses on the socio-

economic conditions that give rise to cybercriminal 

behavior. Scholars have identified high youth 

unemployment, poverty, weak education systems, and 

limited access to legitimate income-generating 

opportunities as key drivers (Ojedokun & Eraye, 2012). In 

contexts where formal employment is scarce, cybercrime 

offers a low-entry, high-reward alternative especially for 

digitally literate youth. However, economic explanations 

alone are insufficient. Studies such as those by Tade and 

Aliyu (2011) and Akpan and Ekanem (2020) point out that 

cybercriminals often justify their actions using moral or 

political narratives. Some see themselves as redistributors 

of wealth, targeting wealthy foreigners or corrupt systems. 

Others adopt religious rationalizations or appeal to 

community expectations, especially when their criminal 

profits are used for philanthropic purposes. These 

narratives reflect deeper questions about legitimacy, justice, 

and the blurred boundaries between crime and resistance in 

postcolonial societies. 

Cybercrime as a National Security Threat 

More recent scholarship has begun to link cybercrime to 

broader security concerns. While early discussions framed 

it largely as a policing or legal issue, there is growing 

recognition that cybercrime poses systemic threats to 

national stability. Scholars such as Chikodi and Odumosu 

(2022) argue that the erosion of public trust in digital 

banking, e-commerce, and online governance platforms can 

destabilize the financial system, reduce foreign direct 

investment, and create public fear all of which compromise 

national security. 

Moreover, the inability of state institutions to prevent or 

effectively prosecute cybercriminals reveals deep structural 

weaknesses. The infiltration of organized crime into digital 

spaces has also been linked to other transnational threats 

such as money laundering, human trafficking, and terrorism 

financing (OECD, 2021). In fragile states, where law 

enforcement is underfunded and judicial systems are slow 

or corrupt, cybercrime networks can operate with impunity, 

creating a parallel economy that undermines state authority. 

 Legal Frameworks and Institutional Responses 

Several countries in West Africa have responded to 

cybercrime through new legislation and institutional 

reforms. Nigeria, for example, enacted the Cybercrimes 

(Prohibition, Prevention, etc.) Act in 2015, which 

criminalizes a broad range of cyber offenses and creates 

specialized investigative units. Ghana followed suit with 

the Cybersecurity Act in 2020. However, scholars have 

noted that these laws, while comprehensive on paper, suffer 

from poor enforcement, inadequate public awareness, and 

low inter-agency cooperation (Ogwezzy, 2020). 

Furthermore, law enforcement officers often lack the 

technical expertise to investigate digital crimes, and many 

cybercrime units are under-resourced or reliant on foreign 

assistance. Regional efforts, such as the ECOWAS 

Directive on Fighting Cybercrime and the African Union 

Convention on Cyber Security (the Malabo Convention), 

aim to harmonize policy responses but face challenges of 

ratification, funding, and implementation (Eze, 2021). The 

literature on these frameworks tends to be descriptive rather 

than evaluative, leaving a gap in critical assessments of 

what works and what doesn’t. 

Gaps in the Literature 

While the literature on cybercrime in West Africa is 

expanding, several critical gaps remain. First, there is a 

tendency to treat cybercrime either as a social problem 

(rooted in poverty and youth frustration) or as a technical 

issue (requiring better laws and enforcement), without 

adequately bridging the two perspectives. This results in a 

fragmented understanding of the problem and fragmented 

solutions. Second, few studies critically examine the 

security implications of cybercrime beyond economic 

losses. The broader effects on state legitimacy, digital 

sovereignty, and public trust in governance remain 

underexplored. Third, much of the scholarship focuses on 

Nigeria, with less comparative analysis across the region. 

Fourth, there is a lack of research that integrates theoretical 

models of crime with security studies especially models 

that interrogate power, inequality, and postcolonial 

statehood. This study aims to address these gaps by 

providing a critical, comparative, and theoretically 

grounded analysis of cybercrime as a national security 

threat in West Africa. By doing so, it not only expands the 

scope of criminological inquiry in Africa but also 

contributes to ongoing debates about how states in the 

Global South can navigate the challenges of digital 

modernization without compromising their sovereignty and 

stability. 

Methodology 

This study employs a qualitative, exploratory research 

design to critically examine the intersection of cybercrime 

and national security in West Africa, with particular focus 

on Nigeria and Ghana. Given the evolving, complex, and 

transnational nature of cybercrime, a qualitative approach 

offers the flexibility and depth required to explore not just 

the technical manifestations of cybercrime but also its 

socio-political underpinnings and security implications. 

  Research Design and Rationale 

The research is grounded in a case study methodology, 

which allows for an in-depth investigation of the dynamics 
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at play in two specific national contexts. Nigeria and Ghana 

were selected as case studies for several reasons: both 

countries are digital leaders in West Africa, with relatively 

high internet penetration and large youth populations; both 

have documented cases of organized cybercriminal 

networks (i.e., “Yahoo Yahoo” in Nigeria and “Sakawa” in 

Ghana); and both have enacted cybersecurity legislation 

and created specialized enforcement units to combat online 

fraud. Yet, despite these efforts, both states continue to face 

persistent challenges in enforcement and security 

governance. A comparative study of these cases offers 

valuable insights into the broader regional patterns of 

vulnerability and response. The case study design is not 

intended to produce generalizable conclusions but rather to 

illuminate the complex interplay between digital crime and 

national security through the lens of rich, context-specific 

analysis. It also allows for a critical comparison of policy 

frameworks, enforcement strategies, and institutional 

capacities in both countries. 

Data Collection Methods 

This study relies on secondary data sources, including: 

Academic literature: peer-reviewed journal articles, books, 

and theses on cybercrime, criminology, digital security, and 

African governance. Government and policy documents: 

national cybercrime laws, security policy papers, white 

papers from cybersecurity agencies, and official statements. 

Reports from international organizations: documents and 

assessments from UNODC, ECOWAS, AU, INTERPOL, 

and the OECD on cybercrime and cybersecurity in West 

Africa. Media sources: investigative journalism, 

interviews, and news reports providing real-time examples 

and narratives around cybercrime and enforcement. Judicial 

and law enforcement records (where publicly accessible): 

including case summaries and press releases from agencies 

like Nigeria’s Economic and Financial Crimes Commission 

(EFCC) and Ghana’s Cyber Security Authority. These 

materials are critically analyzed to trace recurring themes, 

identify structural patterns, and assess institutional 

responses. 

Analytical Framework 

Data are analyzed using thematic content analysis, guided 

by the conceptual and theoretical frameworks outlined 

earlier. The process involves: 

Coding of the collected documents to identify recurring 

themes such as institutional weakness, youth economic 

marginalization, state response, cybercrime glamorization, 

and security threats. 

Pattern identification across Nigeria and Ghana, focusing 

on similarities and divergences in the manifestation and 

regulation of cybercrime. 

Interpretation through theoretical lenses (Routine Activity 

Theory, Strain Theory, Critical Criminology, and State 

Fragility) to assess both the proximate causes and deeper 

systemic drivers. 

The objective is not merely to describe cybercrime trends 

but to critically evaluate their significance in the context of 

postcolonial statehood and national security. 

Limitations 

This study is subject to several limitations. First, the use of 

secondary data restricts access to insider perspectives or 

classified government information, which might provide a 

more nuanced picture of cybersecurity challenges. Second, 

much of the available data on cybercrime in West Africa 

especially statistics is either outdated or inconsistent due to 

underreporting and definitional ambiguities. Third, given 

the scope of the study, it cannot exhaustively cover the 

entire sub-region, focusing instead on two illustrative cases. 

Nevertheless, these limitations are mitigated by 

triangulating diverse sources and grounding the analysis in 

a robust theoretical and comparative framework. The study 

aims not to provide an exhaustive audit of cybercrime in 

West Africa but to offer a focused, critical examination of 

how online fraud interacts with the broader problem of state 

vulnerability in the digital age. 

Contextual Background: Cybercrime in West Africa 

West Africa’s digital transformation over the past two 

decades has been both rapid and uneven. While the region 

has embraced the promise of information and 

communication technologies (ICTs), it has also become 

increasingly exposed to the darker undercurrents of 

globalization most notably, the proliferation of cybercrime. 

The convergence of youth unemployment, social inequality, 

weak institutions, and the democratization of internet 

access has contributed to the emergence of an expansive 

cybercrime subculture. This section provides a contextual 

backdrop for the case studies that follow, focusing on the 

historical evolution, socio-economic foundations, and 

infrastructural dynamics that have made West Africa a 

global hotspot for digital fraud and cyber-enabled 

criminality. In recent years, West Africa has experienced a 

digital boom. Countries like Nigeria, Ghana, and Côte 

d’Ivoire have witnessed significant increases in mobile 

connectivity, internet usage, and e-commerce participation. 

According to the International Telecommunication Union 

(2023), internet penetration in Nigeria rose from under 10% 

in 2005 to over 50% in 2022, while Ghana’s rate reached 

approximately 53% within the same period. The rise of 

smartphones, mobile banking, and social media platforms 

particularly Facebook, WhatsApp, and Instagram has 
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transformed communication, commerce, and social 

interaction across the region. 

However, this digital expansion has occurred in a context 

of under-regulation, infrastructural fragility, and uneven 

digital literacy. The technological optimism that initially 

accompanied ICT development soon gave way to growing 

concerns about cybercrime. As digital access outpaced the 

development of effective cybersecurity systems and law 

enforcement capabilities, criminal actors exploited these 

gaps to engage in a range of fraudulent activities from 

phishing and business email compromise to identity theft 

and cryptocurrency scams. Cybercrime in West Africa did 

not emerge in a vacuum. Its antecedents can be traced to the 

economic crises of the 1980s and 1990s, which were 

exacerbated by Structural Adjustment Programs (SAPs) 

imposed by international financial institutions. These 

policies resulted in mass unemployment, devaluation of 

local currencies, erosion of public services, and deepening 

poverty especially among the youth (Oloruntoba, 2014). 

Against this backdrop, criminal innovation flourished, 

particularly in urban centers such as Lagos, Accra, and 

Abidjan. 

Early manifestations of digital fraud took the form of "419 

scams" named after the section of the Nigerian Criminal 

Code that criminalizes advance-fee fraud. These scams 

typically involved letters or emails promising large 

financial rewards in exchange for upfront payments. Over 

time, these tactics evolved with advancements in 

technology. The 2000s witnessed the rise of "Yahoo Yahoo" 

boys in Nigeria and "Sakawa" practitioners in Ghana young 

men using emails, fake websites, and social engineering 

tactics to defraud victims, often foreigners. The cultural 

normalization of these activities, combined with state 

inaction or complicity, allowed cybercrime to take root as 

an alternative economy. 

Youth marginalization lies at the heart of cybercrime 

proliferation in West Africa. The region has one of the 

highest rates of youth unemployment and 

underemployment globally. Nigeria, for example, had a 

youth unemployment rate exceeding 40% as of 2022 

(National Bureau of Statistics, 2022). For many, access to 

formal employment is either nonexistent or insufficient to 

meet basic needs. The allure of cybercrime lies not only in 

its profitability but also in its accessibility; with basic 

digital skills, an internet connection, and access to scam 

templates, young people can generate income quickly and 

often evade detection. This economic reality is further 

compounded by a deep sense of social frustration and 

disillusionment with the state. Many youth perceive 

cybercrime as a rational response to systemic injustice a 

way to "hustle" in a world rigged against them. The 

language of “hustle,” “smartness,” and “survival” pervades 

the narratives used to justify online fraud. Some even frame 

their actions in quasi-political terms, suggesting that 

defrauding Westerners is a form of reparative justice for 

colonial exploitation or global economic inequality. A 

particularly striking feature of cybercrime in West Africa is 

its entrenchment in popular culture. In both Nigeria and 

Ghana, cybercriminals are often glamorized in music, film, 

and social media. Nigerian Afrobeat artists, for instance, 

have referenced "Yahoo boys" in lyrics that celebrate their 

wealth, luxury lifestyles, and defiance of the state. In 

Ghana, “Sakawa movies” depict young men using digital 

scams and spiritual rituals to achieve sudden wealth and 

fame, often portraying them as protagonists rather than 

villains. This cultural normalization complicates law 

enforcement efforts and blurs the moral boundaries 

between legality and legitimacy. For many youth, the 

success of cybercriminals serves as a form of aspirational 

capital evidence that defying the rules can yield results 

where compliance has failed. Such portrayals reinforce the 

idea that state authority is either irrelevant or complicit in 

perpetuating inequality, further undermining the legitimacy 

of anti-cybercrime campaigns. 

Despite efforts to combat cybercrime, most West African 

states lack the institutional capacity to mount an effective 

response. Law enforcement agencies are often 

underfunded, poorly trained in digital forensics, and riddled 

with corruption. In some cases, police officers and customs 

officials are alleged to be collaborators or beneficiaries of 

cybercriminal networks. Where arrests are made, 

prosecutions are often delayed or compromised by bribes 

and political interference (Ogwezzy, 2020). Moreover, 

cybercrime units where they exist are heavily reliant on 

foreign training and support. The lack of a robust digital 

evidence chain, the absence of inter-agency cooperation, 

and judicial inefficiency further reduce the deterrent effect 

of cybercrime laws. In effect, a culture of impunity has 

emerged, where only low-level actors are targeted while 

elite fraud often carried out under the guise of political or 

corporate activity goes unpunished. 

Recognizing the transnational nature of cybercrime, 

regional organizations such as the Economic Community of 

West African States (ECOWAS) have attempted to foster 

cooperation. The ECOWAS Directive on Cybercrime 

and Personal Data Protection (2009) and the African 

Union's Malabo Convention (2014) provide frameworks 

for regional collaboration. However, implementation 

remains inconsistent, hindered by varying levels of political 

will, institutional readiness, and legal harmonization across 

member states. Efforts to build shared cybersecurity 

infrastructures or intelligence-sharing platforms have been 

hampered by bureaucratic inertia, mistrust among states, 

and a lack of dedicated funding. In this context, regional 
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initiatives have remained largely aspirational, with real-

time cross-border collaboration limited to ad hoc 

partnerships often driven by donor funding or diplomatic 

pressure. 

 The “Yahoo Boys” Phenomenon and Digital Hustle 

Culture 

Nigeria, Africa’s most populous nation and its largest 

economy, presents a complex and multi-layered portrait of 

cybercrime. The term “Yahoo Boys”, now deeply 

embedded in popular Nigerian lexicon, refers to a 

generation of young men (and increasingly women) who 

engage in various forms of cyber fraud, ranging from 

romance scams to advanced-fee fraud and business email 

compromise (BEC). Named after the Yahoo! Email 

platform often used in early scams, the term has evolved 

beyond its technical roots to symbolize a broader youth 

identity tied to digital criminality, survivalism, and 

consumerism.  The socio-economic roots of the Yahoo 

Boys phenomenon are deeply embedded in Nigeria’s 

political economy. Mass youth unemployment, poor 

educational infrastructure, and the corrosion of meritocratic 

values in public life have all contributed to a climate where 

criminal entrepreneurship is not only attractive but often 

perceived as legitimate. For many participants, Yahoo work 

is framed as a “hustle” a means of circumventing structural 

barriers and asserting control over one’s economic destiny 

(Ibekwe, 2021). Furthermore, the normalization of 

cybercrime is linked to broader societal contradictions. 

Corruption among political elites, poor service delivery, 

and widespread insecurity have eroded public trust in the 

state, creating moral ambiguities around legality.  

Cybercrime in Nigeria poses significant national security 

threats. Beyond the reputational damage associated with 

fraud, the use of criminal proceeds to fund arms trafficking, 

local gang activities, and even political campaigns has been 

documented (Uche, 2020). Moreover, cyber-enabled crimes 

now include attacks on critical infrastructure, identity theft 

targeting civil service databases, and even online 

radicalization. The Economic and Financial Crimes 

Commission (EFCC) has attempted to address the 

challenge through high-profile raids, social media 

surveillance, and judicial prosecutions. Yet, these actions 

often appear performative or selective. Many critics argue 

that enforcement disproportionately targets low-level actors 

while elite fraud, including cyber-enabled financial 

misappropriation within government agencies, remains 

untouched. 

Ghana: Sakawa, Ritualism, and the Blending of Digital 

and Spiritual Economies 

Ghana’s cybercrime landscape shares many similarities 

with Nigeria’s but introduces distinct cultural and spiritual 

dimensions. The local term “Sakawa” refers to a form of 

internet fraud that blends traditional occult practices with 

digital scamming techniques. Sakawa practitioners are 

widely believed to seek supernatural powers to make their 

scams more successful or to protect themselves from law 

enforcement. Unlike the overtly secular narratives 

surrounding Yahoo boys in Nigeria, Sakawa is framed 

within a cosmological logic where the spiritual and digital 

realms are intertwined. Many young men turn to fetish 

priests or spiritualists who promise rituals that can enhance 

their cyber scams. The use of blood rituals, animal 

sacrifices, or ancestral invocations is not uncommon in 

Sakawa lore. The belief in spiritual efficacy adds a layer of 

psychological reinforcement and complicates 

criminological analysis. Moreover, Sakawa has been 

normalized in Ghanaian cinema, with a whole sub-genre of 

“Sakawa movies” that portray these practitioners as heroes 

navigating a corrupt society through ingenuity and divine 

aid. 

The Ghanaian government has made periodic efforts to curb 

cybercrime, including establishing the Cybercrime Unit 

within the Criminal Investigations Department (CID) and 

passing the Electronic Transactions Act (2008). However, 

like Nigeria, enforcement is hampered by inadequate 

technical capacity, poor inter-agency coordination, and 

widespread mistrust between law enforcement and the 

youth population. Unlike Nigeria’s aggressive EFCC raids, 

Ghanaian police often adopt a softer approach, focusing on 

public awareness campaigns and collaborations with 

international organizations. Still, critics argue that 

enforcement tends to target visible and low-income 

scammers, leaving white-collar cybercriminals untouched. 

Additionally, cybercrime’s links with ritual practices create 

sociocultural challenges that traditional policing cannot 

easily resolve. Faith-based organizations have entered the 

conversation, with many Pentecostal churches launching 

deliverance campaigns or “anti-Sakawa crusades,” framing 

the phenomenon as both a spiritual and moral crisis. Both 

Nigeria and Ghana reflect the entanglement of digital 

criminality with broader crises of youth marginalization, 

state legitimacy, and cultural production.  

Implications for Regional Security 

The consequences of cybercrime extend beyond national 

borders. Both countries face reputational costs that affect 

foreign investment, diplomatic relations, and international 

cooperation. Moreover, the ease with which cybercriminals 

operate across borders recruiting collaborators, laundering 

money, or targeting foreign victims underscores the need 

for robust regional coordination. Regional frameworks like 

ECOWAS’s 2019 Cybercrime Strategy and the African 
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Union Convention on Cyber Security and Personal Data 

Protection provide templates for cooperation. However, the 

gap between legal instruments and enforcement realities 

remains wide. Until systemic drivers youth 

disenfranchisement, elite impunity, and weak digital 

infrastructure are addressed, West Africa’s cybercrime 

epidemic is likely to persist. 

Cybercrime, Governance, and the Crisis of State 

Legitimacy 

The proliferation of cybercrime in West Africa cannot be 

fully understood outside the broader crisis of governance 

and the contested legitimacy of postcolonial African states. 

In both Nigeria and Ghana, cybercrime is not merely a legal 

violation or a security threat it is also a symptom of eroded 

social contracts, failing institutions, and the inability of the 

state to command moral authority among its youthful 

population. This section critically examines how 

cybercrime interacts with, and contributes to, broader 

patterns of state fragility, corruption, and citizen 

disengagement, positioning digital crime as both a 

consequence and accelerator of governance breakdown. In 

classical political theory, the legitimacy of the state derives 

from its ability to provide public goods security, justice, 

infrastructure, and opportunities in return for citizens’ 

obedience and loyalty. In many West African countries, 

however, that contract is fundamentally broken. Mass 

unemployment, endemic corruption, and the visible 

opulence of political elites have created widespread 

cynicism, especially among youth populations who feel 

alienated from economic and political processes. 

Cybercrime becomes, in this context, a means of 

renegotiating citizenship on illicit terms. Rather than 

viewing themselves as protected or served by the state, 

many youth perceive the state as either indifferent or 

predatory. Consequently, digital crime becomes a rational, 

if illegal, alternative path to wealth and recognition 

One of the most damaging contributors to the normalization 

of cybercrime is state corruption and impunity. In 

Nigeria and Ghana, political and economic elites are 

frequently implicated in scandals involving money 

laundering, embezzlement, and illicit financial flows. These 

high-profile crimes rarely lead to convictions, creating a 

perception of selective justice where the law only applies 

to the poor or powerless.  

This perception has a direct impact on cybercrime 

participation. For many, cyber fraud is seen not as a 

deviation from national values but as an extension of them. 

The same logic that enables a politician to steal millions 

from public coffers is applied to scamming foreigners 

online. Furthermore, evidence suggests that in some cases, 

law enforcement officials are either complicit in cybercrime 

or benefit from informal relationships with perpetrators. 

Arrests may be negotiated, raids staged for publicity, and 

cyber fraudsters released for a fee. These practices deepen 

public distrust and delegitimize anti-cybercrime 

campaigns. The rise of cybercrime also reflects a deeper 

transformation in youth identity and what scholars call 

the.” In a context where legal work is undervalued, and 

criminal success is admired, digital fraud becomes a 

culturally embedded practice one that is justified not only 

by poverty but by a broader narrative of exclusion and 

resistance. 

In popular music, films, and social media, cybercriminals 

are often portrayed as smart, daring, and entrepreneurial. 

They are framed not as threats to national security but as 

symbols of hustle, resilience, and rebellion. Nigerian artists 

like Naira Marley, for example, have been accused of 

glamorizing fraud through lyrics and public statements, 

while Ghanaian “Sakawa movies” portray scammers as 

victims of societal neglect. This cultural framing 

complicates enforcement. Even when arrests are made, 

communities may rally around perpetrators, framing them 

as scapegoats of a failed system. This was evident in the 

2019 arrest of Nigerian influencer Ramon Abbas, popularly 

known as “Hushpuppi,” whose lavish lifestyle was admired 

by many despite his eventual conviction for cyber fraud in 

the U.S. 

Despite the existence of cybercrime legislation and 

specialized law enforcement units, state responses remain 

largely reactive, fragmented, and under-resourced. 

Most cybersecurity frameworks are donor-driven, lack 

domestic political will, and suffer from weak inter-agency 

collaboration. 

Moreover, judicial processes are slow and often 

manipulated by those with financial means. Many young 

cybercriminals are released without charges or serve 

minimal sentences. Meanwhile, digital literacy among 

police officers is often too low to investigate sophisticated 

scams involving cryptocurrency, deep web platforms, or 

transnational collaboration. 

In this sense, the state’s technical incapacity and moral 

inconsistency reinforce one another. A state that cannot 

effectively punish cybercriminals, and is seen to protect 

corrupt elites, loses its legitimacy to demand legal 

compliance from citizens. 

Finally, cybercrime contributes to broader instability by 

fuelling insecurity and eroding state capacity. In Nigeria, 

for example, funds from digital fraud are increasingly 

linked to the purchase of arms, the formation of local gangs, 

and the financing of electoral violence. In both Nigeria and 

Ghana, the proliferation of cybercrime creates parallel 
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systems of wealth accumulation that are beyond state 

regulation, undermining tax systems, financial institutions, 

and the credibility of national borders. At a deeper level, the 

normalisation of cybercrime among educated youth 

fragments national identity and accelerates citizen 

withdrawal from the public sphere. When large segments 

of the population no longer believe in the rule of law, 

democratic participation, or the value of education, the 

long-term viability of state institutions is seriously 

threatened. In sum, cybercrime in West Africa is not just a 

matter of illegal online activity it is a political and moral 

crisis. It reflects the disintegration of state-citizen trust, the 

collapse of meaningful governance, and the rise of 

alternative systems of legitimacy built around fraud, 

spectacle, and digital performance. Any sustainable 

response must therefore go beyond law enforcement to 

address the deeper structural and symbolic crises at the 

heart of the postcolonial state. 

 Conclusion and Policy Recommendations 

This paper has examined the relationship between 

cybercrime and national security in West Africa, with 

particular focus on Nigeria and Ghana. Far from being a 

peripheral concern, cybercrime in these contexts represents 

a deeply rooted socio-political and economic phenomenon. 

It is both a product and accelerator of weak state 

institutions, youth marginalization, technological 

globalization, and unresolved postcolonial crises of 

governance and legitimacy. We have shown that cybercrime 

thrives not merely because of technological innovation but 

because of wider systemic breakdowns including 

pervasive unemployment, elite corruption, eroded state-

citizen trust, and the moral normalization of fraud in 

popular culture. While digital fraud poses clear threats to 

financial institutions and national reputations, it also 

functions as an alternative political economy and identity 

framework for a generation that feels betrayed by the state. 

Moreover, cybercrime's entrenchment within youth culture, 

aided by music, social media, and even community 

tolerance, complicates traditional law enforcement 

strategies. State responses, often reactive, underfunded, and 

morally compromised, fail to address the root causes of 

digital criminality. Enforcement alone, as argued 

throughout this paper, is insufficient. What is required is a 

holistic, multi-sectoral approach that treats cybercrime 

not simply as a criminal justice problem but as a 

developmental, political, and moral crisis. 

Policy Recommendations 

Addressing the challenge of cybercrime in West Africa 

demands a comprehensive response that integrates 

prevention, reform, education, and accountability. The 

following recommendations are offered to guide both 

national policymakers and international partners: 

Governments must invest in building the technical 

infrastructure and digital literacy of their law enforcement 

agencies. This includes: 

Training specialized cybercrime units with cutting-edge 

tools and legal authority. 

Establishing forensic labs capable of tracking 

cryptocurrency transactions and deep web activities. 

Strengthening judicial capacity to prosecute cybercrime 

cases efficiently and transparently. 

Without these reforms, enforcement will remain symbolic 

and ineffective. 

Expand Educational and Economic Opportunities for 

Youth 

The root drivers of cybercrime unemployment, exclusion, 

hopelessness must be addressed through meaningful 

investments in youth development. These include: 

Vocational and digital skills training tailored to the global 

economy. 

Entrepreneurship support schemes to channel tech-savvy 

youth toward legal innovation. 

University programs that bridge cybersecurity, ethics, and 

job market realities. 

Cybercrime must be countered not just with punishment, 

but with alternatives that are both viable and dignified. 

 Promote Public Awareness and Digital Ethics 

Cybercrime prevention must also be cultural. National 

campaigns are needed to: 

De-normalize fraud in music, social media, and 

entertainment industries. 

Promote ethical use of technology through schools, 

religious institutions, and civic groups. 

Highlight the real-world consequences of cybercrime not 

just for victims abroad, but for domestic reputations and 

economic opportunities. 

An ethical digital culture must be taught, reinforced, and 

celebrated. 

 Address Corruption and Demonstrate Equal Justice 
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One of the biggest enablers of cybercrime is the perception 

of selective justice. To regain moral authority, governments 

must: 

Prosecute elite-level corruption with the same urgency as 

youth-level cyber fraud. 

Publish transparency reports on arrests, convictions, and 

recovered assets. 

Establish independent anti-corruption commissions with 

real autonomy. 

When citizens see that the rule of law applies to all, moral 

arguments for cybercrime lose legitimacy. Foster Regional 

and International Collaboration 

Cybercrime is transnational, and so must be the response. 

West African states should: 

Strengthen regional agreements under ECOWAS to share 

intelligence and coordinate raids. 

Partner with global cybersecurity firms and INTERPOL to 

track cross-border criminal networks. 

Harmonize legal frameworks for cybercrime to avoid 

jurisdictional loopholes. 

Only through collective security governance can 

fragmented states combat the global nature of digital crime. 

Create Community-Based Rehabilitation and 

Reintegration Programs 

Punitive approaches alone will not break the cycle of digital 

crime. States must: 

Establish community rehabilitation centers for arrested 

cyber offenders. 

Integrate psychosocial support, digital ethics, and job 

training into reintegration efforts. 

Partner with NGOs to prevent recidivism and provide 

mentorship. 

This reduces the revolving-door phenomenon and reframes 

former offenders as agents of change. 

The battle against cybercrime in West Africa is ultimately a 

battle over the future of the state itself. Will states remain 

morally and technologically behind their own youth, 

criminalizing them for survival strategies born of systemic 

failure? Or will they embrace a developmental approach 

that transforms alienation into engagement, criminal talent 

into digital entrepreneurship, and the internet from a 

battlefield into a platform for national progress? 

This paper argues for the latter. If cybercrime is the 

symptom, then meaningful governance, inclusion, and 

innovation must be the cure. West Africa’s future depends 

not only on its ability to police digital borders, but on its 

capacity to restore dignity, opportunity, and trust in the 

very idea of the state.  
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